
1 
 

California Consumer Privacy Act – CCPA1 
On January 1, 2020, California will implement a sweeping new data privacy law that gives its 
residents the right to know (1) what "personal information" has been collected about them; (2) 
with whom it has been shared; (3) how it may be deleted; and (4) how to stop it from being sold. 
The California Consumer Privacy Act of 2018 (CCPA), is a significant shift in US privacy law 
and greatly impacts how covered businesses collect, use, store and share the "personal 
information" of all California residents, including non-consumers, job applicants, employees and 
business-to-business partners. 
 
The CCPA is expansive in scope, both in terms of substance and enforcement. It applies 
extraterritorially. The CCPA covers new forms of data such as IP addresses and internet 
browsing activity; defines "sale" broadly to include the exchange of "personal information" for 
not only monetary consideration, but for any "valuable" consideration; and provides for both 
regulatory enforcement and a private right of action.  Certain provisions of the CCPA require 
covered businesses to update their external facing privacy notices with certain language and 
links.  There are no express requirements for internal facing policies and procedures, risk 
management, or accountability. Compliance guidance is vague, leaving business leaders latitude 
in designing approaches that fit the business and customers.   
 
Who is covered? 
 
The CCPA applies only to a covered "business," defined as any for-profit entity that: (1) does 
business in California; (2) collects or determines the "purposes and means of the processing" of a 
California resident's "personal information"; and (3) satisfies one of the following three 
thresholds: 

1. Gross revenues in excess of US$25 million; 
2. Buys, receives, sells or shares the personal information of 50,000 or more California 

residents, households or devices in a year; or 
3. Derives 50 percent or more of its annual revenues from "selling" consumer personal 

information. 
A "business" is also defined as any for-profit entity that controls or is controlled by a business as 
defined above and that "shares common branding with the business." 
 
"Consumer" defined 
 
The CCPA broadly defines "consumer" to mean any natural person that is a California resident 
(as defined under California law) "however identified, including by any unique identifier." The 
phrase "unique identifier" is broadly defined. The definition of "consumer" includes job 
applicants, employees, non-consumers, business-to-business partners, officers, directors and 
competitors. An amendment is pending that would exclude job applicants, employees, directors 
and officers from the definition of “consumer”. 
 
 

                                                 
1 The content of this report utilizes excerpts from Mondaq Business Briefing 8/21/19 and the research of: 
Mr Peter Stockburger with Dentons (1221 Avenue Of The Americas 24th Floor New York 10020-1089 UNITED 
STATES) 
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"Personal information" defined 
 
The CCPA defines "personal information" as that which "identifies, relates to, describes, is 
capable of being associated with, or could reasonably be linked, directly or indirectly, with a 
particular consumer or household." The CCPA provides the following list of examples of 
personal information: 
 

1. Identifier information, such as real name, alias, postal address, unique personal identifier, 
online identifier, IP address, email address, account name, social security number, 
driver's license number, passport number, signature, physical characteristics or 
description, telephone number, insurance policy number, education, employment, 
employment history, bank account number, credit card number, debit card number, or any 
other financial information, medical information, or health insurance information, or 
other similar identifiers; 

2. Characteristic information, such as race, religious creed, color, national origin, ancestry, 
physical disability, mental disability, medical condition, genetic information, marital 
status, sex, gender, gender identity, gender expression, age, sexual orientation, or military 
and veteran status; 

3. Commercial information, such as records of personal property, products or services 
purchased, obtained or considered, or other purchasing or consuming histories or 
tendencies; 

4. Biometric information, such as fingerprint, iris scan, or geometric outline of face or body; 
5. Internet or electronic network activity information, such as browsing history, search 

history, and information regarding a California resident's interaction with an internet web 
site, application, or advertisement; 

6. Geolocation information, such as the location of the particular consumer or household; 
7. Audio, electronic, visual, thermal, olfactory, or similar information; 
8. Professional or employment-related information; 
9. Education information; and 

10. Inferences drawn from any of the above to create a profile about a consumer reflecting 
the consumer's preferences, characteristics, psychological trends, predispositions, 
behavior, attitudes, intelligence, abilities and aptitudes. 

 
Right to disclosure and duty to disclose 
 
The CCPA gives California residents the right to demandthat a business disclose the categories 
and specific pieces of personal information about the resident that it has collected, sold or 
disclosed in the preceding 12 months. Businesses, in turn, must generally respond to such 
requests within 45 days of receipt. Businesses must also disclose "at or before the point of 
collection" the categories of personal information collected and the purposes for use. Businesses 
must also include, on external-facing privacy notices, a description of the consumer's right to 
disclosure and a list of the categories of personal information the business has collected, sold or 
disclosed for business purposes in the preceding 12 months. 
 
Right to opt-out and duty to notify 
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The CCPA also gives California residents the right to "opt-out" of the "sale" of their personal 
information. The word "sale" is defined broadly to mean any exchange of personal information 
for monetary or other valuable consideration. Businesses must provide California residents 
notice of their opt-out right and the potential for any sale of their personal information, and 
include on their home page a "clear and conspicuous link" titled "Do Not Sell My Personal 
Information" which, when activated, will allow California residents to opt-out. Businesses must 
also include a description of the new right on their external-facing privacy notices, train all 
individuals responsible for handling opt-out requests, and respect the consumer's decision to opt-
out for at least 12 months before requesting another sale of their personal information. 
 
Right of deletion and duty to delete 
 
The CCPA also gives California residents the right to request that a business delete their personal 
information, subject to certain exceptions. Upon verification of the request, businesses will be 
obligated to delete that information and direct any of their "service providers" to do the same. 
 
Risk of non-compliance 
 
The risk of CCPA non-compliance can be significant. The state Attorney General (AG) has the 
sole authority to enforce the entire CCPA and to impose civil penalties of $2,500 per violation 
(or $7,500 for each intentional violation). There are no caps on civil penalties.  
 
The state AG is scheduled to release draft implementing regulations in the fall. California 
residents may bring a private right of action against any business that suffers a negligent data 
breach as a result of its "violation of the duty to implement and maintain reasonable security 
procedures and practices appropriate to the nature of the information to protect the personal 
information." Such suits may include requests for injunctive relief and statutory damages in the 
amount of $100 to $750 per consumer per incident or "actual damages," whichever is higher. 
 
COMPLIANCE GUIDANCE PENDING 
 
While waiting for the state Attorney General to release compliance guidance, it may be helpful to 
leverage the Department of Justice (DOJ)'s April 2019 guidance on corporate compliance 
structures under the CCPA. The DOJ's April 2019 guidance highlights three guiding questions 
for any corporate compliance program review: 
 

1. Is the corporation's compliance program well designed? 
2. Is the program being applied earnestly, in good faith and effectively? 
3. Does the program work? 

 
The DOJ recommends that a corporate compliance program include 1) an adequate risk-
assessment structure, 2) policies and procedures, 3) training and communications, 4) a 
confidential reporting structure, 5) an investigation process, and 6) third-party management. 
 
The following Tips from the DOJ are worth considering:  
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Tip No. 1: Align strategy and data mapping 
 
Before an organization begins to plan for the CCPA, it should first determine its overall data 
privacy/information security strategy.  This will help the organization design a risk management 
program that identifies, assesses and defines the organization's risk profile. 
 
Equally important is undertaking a data mapping/data inventory exercise. This step is 
particularly important under the CCPA because the definition of "personal information" under 
the Act is so broad that data points not previously considered sensitive (including IP address, 
internet browsing activity, etc.) now must be treated as personal information. In short, businesses 
need to understand what data they maintain, where and how the data is stored, how data is 
protected and deleted, and who owns the data. 
 
Tip No. 2: External- and internal-facing notices, policies and procedures 
 
A well-designed compliance program includes policies and procedures that give content and 
effect to the organization's risk assessment process. The CCPA requires covered businesses to 
update and change their external-facing privacy notices. It also will force organizations to update 
and change their internal-facing policies and procedures or create new ones. Organizations that 
receive a request for deletion will need to be in a position to verify whether the information is 
subject to an appropriate exception; whether any of its service providers have the same 
information (and must therefore be directed to delete); and whether any other exception applies 
to the California resident's request. Developing robust policies, procedures and notices is 
therefore a critical step in preparing for the CCPA. 
 
Tip No. 3: Training 
 
The CCPA contains express training requirements. A hallmark of a well-designed compliance 
program is appropriately tailored training and communications. This includes 1) taking steps to 
ensure that policies and procedures are integrated into the organization; 2) that critical 
information is relayed in a manner tailored to the audience's size, sophistication, or subject 
matter expertise; and 3) that appropriate personnel are trained in carrying out the procedures 
dedicated to mitigating the organization's risk.  
 
Tip No. 4: Third-party risk management 
 
A well-designed compliance program "should apply risk-based due diligence to its third-party 
relationships." This includes understanding third-party partners' qualifications, associations, 
reputations and relationships; ensuring that they have appropriate controls in place; and 
understanding how those third-party relationships are managed. Determining the existence and 
scope of third-party relationships, and having a firm understanding of service provider 
relationships, is a key function of CCPA compliance. The security posture of service providers 
may impact the liability of the covered business when there is a private right of action brought by 
a California resident following a data breach. 
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Tip No. 5: Information security audit 
 
The private right of action under the CCPA currently applies only if a California resident's non-
encrypted or non-redacted personal information is compromised or breached as a result of the 
business's "violation of the duty to implement and maintain reasonable security procedures and 
practices appropriate to the nature of the information to protect the personal information." The 
law does not define the phrase "reasonable security procedures and practices". Reliance on 
federal or international standards as a benchmark for "reasonable" information security may be 
appropriate, including:  

1. The "National Institute of Standards and Technology (NIST)" standard (a widely 
accepted 2014 cybersecurity framework prepared by the US Department of Commerce.  

2. The International Standards Organization (ISO).  
3. Industry-specific standards, such as the Common Security Framework (CSF) established 

by the Health Information Trust Alliance (HITRUST), HIPAA, PCI, etc.  
4. Frameworks for critical infrastructure, such as the US Transportation Service's Pipeline 

Security Guidelines or the North American Electric Reliability Corporation's Critical 
Infrastructure Protection (CIP) standard. 

 
As the CCPA moves toward implementation, covered businesses should conduct a gap 
assessment of their current information practices to ensure they are operating within the 
appropriate framework. 
 
 


